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UAS CORNER

UAS CORNER -

Remote Broadcast
By Alan Frazier, Deputy Sheriff, Grand Forks (ND) County Sheriff's Office, Associate Professor, University of North Dakota's School of
Aerospace Sciences

T

he capability of small unmanned aircraft
systems (sUAS) to downlink video,
photographs and other data is well-established
and widely available. Most sUAS use the 2.4
GHz and 5.4 GHz unlicensed portion of the frequency
spectrum for data transmission and receipt. The data's
security is open to question and scrutiny.
Some industrial grade sUAS have the ability to
encrypt data streams broadcast to ground control
stations (GCS). Most hobby grade sUAS do not.
Concern for data security is dictated by the level
of sensitivity. An sUAS monitoring traffic at a
major event would likely be streaming video of
vehicle and pedestrian traffic. It is unlikely the
operating agency would be concerned about security in this case. In contrast, an agency utilizing its
sUAS to stream video of the perimeter of a barricaded suspect or outdoor homicide scene would
be highly concerned about safeguarding data.
Addressing the security of data downlink streams
is one of the many reasons agencies considering
sUAS should start establishing their unit with the end
in mind. What types of missions do you anticipate
performing? Will your video and photographs be
sensitive and require safeguarding?
If you anticipate the need to secure the data downlink between the UAS and GCS, you should be asking
manufacturers if their downlink is encrypted and to
what level. The Public Safety Aviation Accreditation

Commission, in its 2017 "Standards for Small
Unmanned Aircraft System Programs," recommends
sUAS data downlinks be protected to the AES 256 bit
encryption standard.
Increasingly, agencies utilizing sUAS realize they
need to transmit real-time video to locations other
than the GCS in many situations. Transmission of realtime video to an incident command center, tactical
operations center, or mobile command post can
significantly increase command and supervisory situational awareness.
The ability to maintain a sterile flight operations
area is enhanced by removing interested parties from
the vicinity of the sUAS pilot and visual observer. All
too often, supervisors and commanders peer over
the shoulder of the pilot in order to see the GCS
video. Providing the video to interested parties at a
removed location enhances safety by reducing the
possibility of distraction.

Hard Wiring
In some cases, it may be convenient to accomplish
remote video by connecting the GCS to a television
monitor located within about 50 feet with a long HDMI
or Ethernet cable.
Transmitting video signals reliably at distances
greater than 50 feet via cable will require a video
signal booster. Such boosters are relatively inexpensive (about $50). can extend cable length to approximately 180 feet and are readily available online.

"In an era in which sUAS can be
purchased for less than $1,000,
public safety agencies will be hardpressed to justify a $10,000+
investment in video downlink
capability. However, an agency
that has an existing microwave
system might go this route
to leverage existing equipment
and infrastructure and
standardize the method of
video transmission throughout
its platforms. 11

Cutting the Cord

Technologies

Some sUAS use a WiFi signal to transmit
video to the GCS. These signals are line-ofsight only and relatively short-range, at
approximately one-half mile. Anyone within
range of the wireless signal can use a WiFienabled device to view the broadcasted
video, meaning multiple personnel can
access the sUAS video on devices as small
as smartphones.
But do you want all the officers on a
major crime scene perimeter watching sUAS
video rather than paying attention to securing their area of responsibility? Signal security is also a major concern when using this
transmission method.

Zapping Away

Counterterrorism
Solutions

Several major microwave downlink
companies, including Broadcast Microwave
Services and Integrated Microwave Solutions, are moving into the sUAS downlink
arena. The companies have well-established
customer bases, including major media
outlets and traditional manned public safety
aviation units. Microwave broadcast generally provides excellent, well-secured video.
Limitations to microwave downlink include:

0 Requires the installation of a separate transmitter that adds weightgenerally 8-12 ounces-and
draws power, potentially reducing
flight duration.

8 Receiving microwave video transmissions requires one or more dedicated receivers on the ground.
E) Acquisition and installation can cost

well over $10,000. When most sUAS
can be purchased for less than
$1,000, public safety agencies will
be hard-pressed to justify the additional investment in video downlink

capability. However, an agency with
an existing microwave system might
go this route to leverage existing
equipment and infrastructure and
standardize video transmission
throughout its platforms.

Squaring Up
A video transmission solution utilized by
quite a few public safety sUAS units, including the Grand Forks (ND) Sheriff's Office,
Ventura County (CA) Sheriff's Office and
Alameda County (CA) Sheriff's Office, is
the Teradek Cube encoding and transmission device.
Although originally designed for the film
and television industry, Teradek devices have
proven to be a relatively reliable, secure and
cost-effective method of sUAS video transmission. The Cube is a bit larger than a
package of cigarettes. Video input is
provided by connecting the sUAS GCS to the
Cube via an HDMI cable. The Cube encrypts
video to the 128 or 256 bit level and utilizes
a USB cellular modem or WiFi connection to
a nearby hotspot to transmit images via
3G/4G or LTE cellular network connections.
The Cube is capable of creating a local
WiFi network, allowing wireless devices
within about 600 feet to receive the video .
Teradek is currently marketing two Cube
models, the 600 and 700 series. Both are
capable of receiving and rebroadcasting
1080p video and recording on an inserted
SD card. Both are capable of utilizing multiple transmission sources (inserted USB
modem, nearby WiFi network, Ethernet
connection) to ensure adequate bandwidth
for smooth and uninterrupted video.
The principal difference between the 600

and 700 series is video refresh rate. The 600
has a maximum video refresh rate of 15
mbits/second versus 30 mbits/second for the
700. Video smoothness and latency is significantly different between 15 and 30 mbits/
second. The 600 is priced at $1,790; the 700
is $2,790. In addition to the initial hardware
cost, a USB modem or hotspot must be
utilized. Monthly subscription rates vary by

region and cellphone provider but are generally
$30-$150, depending on data transmission
allowances. The Cube is dependent on a cellular network-€nabled environment.
Pushing video to a remote location can be
a significant added capability for your sUAS
unit. The particular solution chosen is an individual agency decision, but all sUAS units
should be considering the capability. -

OTHER UAS NEWS
The Federal Aviation Administration unexpectedly and without warning to certificate of authorization (COA) waiver holders, disabled the internet site dedicated to online COA application s
and monthly COA report submissions in December 201 7. Many were caught off-guard when
they attempted to submit their November 2017
COA monthly reports . The legacy site directed
users to a new Department of Transportationadministered site.
Existing COA account access user names
and passwords are not accepted on the new
site, which requires a new user account. Unfortunately, the Department of Transportation site requires the user to input a great deal of personally identifiable information,
including date of birth, social security number, home address and cellphone number.
For officer safety and fiduciary security, most law enforcement officers are resistant to
submitting that level of information.
A representative from the Airborne Pubic Safety Association has contacted Earl
Lawrence of the FAA's UAS Integration Office about the change. Lawrence assigned a
senior staff member to address the concerns, but no resolution had been achieved at press
time. However, protection of public safety aviators' personal information is a top priority.
It is not too early to begin planning to attend APSA's Airborne Public Safety Conference,
to be held July 9-14 in Louisville, KY, and APSA's 2nd Annual Public Safety Drone Expo Oct.
1-4 in Reno, NV. Both events will include dedicated two- and three-day sUAS-related
courses, as well as numerous main conference sUAS-related classes. In the fast moving,
ever-changing arena of sUAS, you cannot afford to fall behind the latest regulatory and
policy changes, as well as technological advancements.

